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Abstract

This short paper is a result of several intense days of discussion following a talk at the NATO Advanced
Research Workshop “Resilience-Based Approaches to Critical Infrastructure Safeguarding”, which took
place in Ponta Delgada, Portugal on June 26 - 29, 2016. This piece shortly elaborates on the definition
of resilience, the need for resilience in critical interdependent infrastructures, and on resilience
quantification. An integrated metric for measuring resilience is discussed and strategies to build
resilience in critical infrastructures are reviewed. These strategies are presented in the context of the
research work carried out at the Reliability and Risk Engineering Laboratory, ETH Zurich, namely, (a)
planning ahead for resilience during the design phase, (b) carrying out effective system restoration, (c)
quickly recovering from the minimum performance level, (d) self-healing, adaptation and control, and
(e) exploiting interdependencies among infrastructures. This paper embraces a fundamentally
engineering perspective and by no means dares to be an exhaustive examination of the matter. It
particularly focusing on technical aspects and does not touch upon the rich work on community
resilience and the possible measures to strengthen the response of communities to disasters.

1 Defining Resilience

Resilience has emerged in the last decade as a concept for better understanding the performance of
infrastructures, especially their behavior during and after the occurrence of disturbances, e.g. natural
hazards or technical failures. Recently, resilience has grown as a proactive approach to enhance the
ability of infrastructures to prevent damage before disturbance events, mitigate losses during the
events and improve the recovery capability after the events, beyond the concept of pure prevention
and hardening (Woods, 2015).

The concept of resilience is still evolving and has been developing in various fields (Hosseini, Barker, &
Ramirez-Marquez, 2016). The first definition described resilience as “a measure of the persistence of
systems and of their ability to absorb change and disturbance and still maintain the same relationships
between populations or state variables” (Holling, 1973). Several domain-specific resilience definitions
have been proposed (Ouyang, Duefas-Osorio, & Min, 2012) (Adger, 2000) (Pant, Barker, & Zobel, 2014)
(Francis & Bekera, 2014). Further developments of this concept should include endogenous and
exogenous events and recovery efforts. To include these factors, resilience is broadly defined as “the
ability of a system to resist the effects of disruptive forces and to reduce performance deviations” (Nan,
Sansavini, & Kroger, 2016). Recently, the AR®A a resilience framework has been proposed based on eight
generic system functions, i.e. attentiveness, robustness, resistance, re-stabilization, rebuilding,
reconfiguration, remembering, and adaptiveness (Heinimann, 2016).

Assessing and engineering systems resilience is emerging as a fundamental concern in risk research
(Woods & Hollnagel, 2006) (Haimes, 2009) (McCarthy, et al., 2007) (McDaniels, Chang, Cole, Mikawoz, &
Longstaff, 2008) (Panteli and Mancarella 2015). Resilience adds a dynamical and proactive perspective
into risk governance by focusing (i) on the evolution of system performance during undesired system
conditions, and (ii} on surprises (“known unknowns” or “unknown unknowns”), i.e. disruptive events and
operating regimes which were not considered likely design conditions. Resilience encompasses the
concept of vulnerability (Johansson & Hassel, 2010) (Kréger & Zio, 2011) as a strategy to strengthen the
system response and foster graceful degradation against a wide spectrum of known and unknown
hazards. Moreover, it expands vulnerability in the direction of system reaction/adaptation and
capability of recovering an adequate level of performance following the performance transient.
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2 Need for Resilience in Critical Interdependent
Infrastructures

Resilience calls for developing a strategy rather than performing an assessment. If on the one hand it is
important to quantify and measure resilience in the context of risk management, it is even more
important that the quantification effort enables the engineering of resilience into critical infrastructures
(Guikema et al,, 2015). Especially for emerging, not-well-understood hazards and “surprises” (PatéZ
Cornell, 2012), resilience integrates very smoothly into risk management, and expediently focuses the
perspective on the ex-ante system design process. Following this perspective, risk thinking becomes
increasingly embedded into the system design process.

The application of resilience-building strategies look particularly promising for critical interdependent
infrastructures, also called systems-of-systems, because of its dynamical perspective in which the
system responds to the shock event, adapting and self-healing, and eventually recovers to a suitable
level of performance. Such perspective well suits the characteristics of these complex systems, i.e. i) the
coexistence of multiple time scales, from infrastructure evolution to real-time contingencies; ii) multiple
levels of interdependencies and lack of fixed boundaries, i.e. they are made of multiple layers
(management, information & control, energy, physical infrastructure); iii) broad spectrum of hazards and
threats; iv) different types of physical flows, i.e. mass, information, power, vehicles; v) presence of
organizational and human factors, which play a major role in severe accidents, highlighting the
importance of assessing the performance of the social system together with the technical systems.

As a key system of interdependent infrastructures, the energy infrastructure is well suited to resilience
engineering. In the context of security of supply and security of the operations, resilience encompasses
the concept of flexibility in energy systems. Flexibility providers, i.e. hydro and gas-fired plants, cross-
border exchanges, storage technologies, demand management, decentralized generation, ensure
enough coping capacity, redundancy and diversity during supply shortages, uncertain fluctuating
operating conditions and unforeseen contingencies (Roege, Collier, Mancillas, McDonagh, & Linkov,
2014) (Skea, et al., 2011).

3 Quantifying Resilience

Resilience is defined and measured based on system performance. The selection of the appropriate
MOP depends on the specific service provided by the system under analysis.

The resilience definition can be further interpreted as the ability of the system to withstand a change or
a disruptive event by reducing the initial negative impacts (absorptive capability), by adapting itself to
them (adaptive capability) and by recovering from them (restorative capability). Enhancing any of these
features will enhance system resilience. It is important to understand and quantify these capabilities
that contribute to the characterization of system resilience (Fiksel, 2003). Absorptive capability refers to
an endogenous ability of the system to reduce the negative impacts caused by disruptive events and
minimize consequences. In order to quantify this capability, robustness can be used, which is defined as
the strength of the system to resist disruption. This capability can be enhanced by improving system
redundancy, which provides an alternative way for the system to operate. Adaptive capability refers to
an endogenous ability of the system to adapt to disruptive events through self-organization in order to
minimize consequences. Emergency systems can be used to enhance adaptive capability. Restorative
capability refers to an ability of the system to be repaired. The effects of adaptive and restorative
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capacities overlap and therefore, their combined effects on the system performance are quantified by
rapidity and performance loss.

Figure 1: The “resilience curve”, i.e. the performance transient after disturbance, and its phases

Resilience can be quantified though computational experiments in which disruptions are triggered, the
system performance is analyzed (Figure 1), and integrated resilience metrics are computed (Nan and
Sansavini, 2017). By repeating this process, different system design solutions can be ranked with respect
to resilience. By the same token, resilience against various disruptions can be assessed, and resilience-
improving strategies compared. The selection of the appropriate MOP depends on the specific service
provided by the infrastructure under analysis. For generality, it is assumed that the value of MOP is
normalized between 0 and 1 where 0 is total loss of operation and 1 is the target MOP value in the
steady phase. As illustrated in Figure 1, the first phase is the original steady phase (t<tJ), in which the
system performance assumes its target value. The second phase is the disruptive phase (t;<t<t), in
which the system performance starts dropping until reaching the lowest level at time t,. During this
phase, the system absorptive capability can be assessed by identifying appropriate measures.
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